
 

 

 
 

        June 15, 2015 

 

 

 

Joseph Stanton, Clerk  

Massachusetts Appeals Court, Room 1200  

One Pemberton Square  

Boston, MA 02108-1705 

 

Re: Criminal Cases and Internet Access to Docket Entries and Court Files  

  

To the Trial Court Public Access to Court Records Committee:  

 

The following comments are submitted on behalf of the National Consumer Law Center’s 

low-income clients.  We write in response to your Notice of Public Hearing on the issue of 

providing access to court documents and records on the internet.  We write to specifically oppose 

providing online access to criminal records and believe that doing so would undermine valuable 

state and federal protections and harm consumers.  

 

The National Consumer Law Center (NCLC) is a nonprofit organization specializing in 

consumer issues on behalf of low-income people.  We work with thousands of legal services, 

government and private attorneys and their clients, as well as community groups and 

organizations that represent low-income and older individuals on consumer issues.  NCLC is also 

the author of the Consumer Credit and Sales Legal Practice Series, consisting of twenty practice 

treatises with on-line supplements. One volume, Fair Credit Reporting (8th ed. 2013), is a 

standard resource on privacy and the FCRA.   

 

In April 2012, we issued the report: Broken Records: How Errors by Criminal 

Background Checking Companies Harm Workers and Businesses (see attached).  In that report, 

NCLC detailed how mistakes on criminal background checks by third party consumer reporting 

agencies cost workers' jobs and skirt federal law (the Fair Credit Reporting Act).  The report 

describes a number of ways in which background screening companies make mistakes that 

greatly affect a consumer’s ability to find employment. Attorneys and community organizations 

that work with consumers with faulty background reports state that they repeatedly see 

background reports that:
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• Mismatch the subject of the report with another person; 

• Reveal sealed or expunged information; 

• Omit information about how the case was disposed or resolved; 

• Contain misleading information; and 

• Mischaracterize the seriousness of the offense reported. 

 

Many of these errors can be attributed to common practices by background screening 

companies, such as: 

 

• Obtaining information through purchase of bulk records, but then failing to 

routinely update the database; 

• Failing to verify information obtained through subcontractors and other faulty 

sources; 

• Utilizing unsophisticated and imprecise matching criteria; 

• Failing to utilize all available information to prevent a false positive match; and 

• Lack of understanding about state-specific criminal justice procedures. 

 

Because federal courts and some state courts make their criminal records available 

online, a number of background screening companies are using computer programs to “scrape” 

court websites to populate their databases at little to no cost.
1
  As a result, a number of 

companies are able to gather and sell this data while providing little to no protections to 

consumers, and skirt state and federal laws.  Once companies gather this data, there is no 

guarantee that they will delete it if the records become sealed or expunged.  There is also no 

assurance that these companies will timely (if ever) update their records to reflect the final 

disposition in a case, which can have a devastating effect for people whose charges have been 

reduced or dropped, or who have been exonerated.  

 

The internet has a greater potential for misuse and, for criminal defendants, deprives 

them of benefits intended by the Legislature in sealing their cases. Once information is online, it 

has a life of its own.  Massachusetts is unique in that it has strong protections for people with 

criminal records.  Making criminal court records public will undermine the state’s unique and 

powerful protections.  Therefore, we urge the committee to ensure that the public is not able to 

view criminal court records on the internet.  

 

Thank you for your consideration of these comments.  Please feel free to contact Persis 

Yu if you have any questions or comments.  (Ph:  617-542-8010; E-mail:  pyu@nclc.org). 

 

                                                 
1
 Web scraping is a term for various methods used to collect information from across the Internet. Generally, this is 

done with software that simulates human Web surfing to collect specified bits of information from different 

websites. Source: Techopedia: Web Scraping, available at http://www.techopedia.com/definition/5212/web-

scraping. 
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Since 2007, the United States has experienced the worst unemployment rates since the 
Great Depression. Adding to this job crisis, criminal background checking companies 
are making it even more difficult for workers to obtain employment. Approximately 
ninety-three percent of employers conduct criminal background checks for some poten-
tial applicants, and seventy-three percent of employers conduct criminal background 
checks for all potential applicants. The widespread dissemination of criminal record his-
tories limits employment opportunities for an estimated sixty-five million adults (nearly 
one in four adults) in the United States who have some sort of criminal record.

Moreover, criminal background checks often contain incorrect information or sealed 
information. Samuel M. Jackson was allegedly denied employment after a prospective 
employer ran an InfoTrack background check. InfoTrack reported a rape conviction 
from 1987—when Mr. Jackson was four years old. The rape conviction actually belonged 
to fifty-eight-year-old male named Samuel L. Jackson from Virginia, who was convicted 
of rape in November 18, 1987. That Samuel Jackson was incarcerated at the time the 
InfoTrack report was run.

Whether these checks should be used for employment screening is a matter of public 
debate. However, there is little debate that if these records are to be used, they must be 
accurate.

Despite its promotion as a public safety service, the sale of criminal background reports 
has become a big business generating billions of dollars in revenue. The Internet has 
facilitated the emergence of scores of online background screening companies, with 
many claiming instant access to millions of databases.

Under the Fair Credit Reporting Act (FCRA), background checking agencies are 
required to maintain procedures to ensure the accuracy of information they report about 
consumer. Unfortunately, the FCRA, as currently interpreted and enforced, fails to 
adequately protect consumers when it comes to employment screening. Even applicants 
who successfully remove errors from their background check are frequently denied 
employment.

Despite the importance of the accuracy of criminal background reports, evidence indi-
cates that professional background screening companies routinely make mistakes with 
grave consequences for job seekers.

This report describes a number of ways in which background screening companies 
make mistakes that greatly affect a consumer’s ability to find employment. Although 
the mistakes discussed in this report are not inclusive of all errors found on background 
checks, attorneys and community organizations that work with consumers with faulty 
background reports state that they repeatedly see background reports that:

•	Mismatch the subject of the report with another person;

•	Reveal sealed or expunged information;

EXECUTIVE summary
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•	Omit information about how the case was disposed or resolved;

•	Contain misleading information; and

•	Mischaracterize the seriousness of the offense reported.

Many of these errors can be attributed to common practices by background screening 
companies, such as:

•	Obtaining information through purchase of bulk records, but then failing to rou-
tinely update the database;

•	Failing to verify information obtained through subcontractors and other faulty 
sources;

•	Utilizing unsophisticated matching criteria;

•	Failing to utilize all available information to prevent a false positive match; and

•	Lack of understanding about state specific criminal justice procedures.

Even the National Association of Professional Background Screeners agrees there are 
some simple procedures that background checking companies can take to enhance 
the quality of their information. Unfortunately, few companies actually are willing to 
commit to even the limited recommendations of their own trade association. Criminal 
background checking is big business, and ensuring accurate and complete information 
reduces profits.

Based upon the issues identified in this report, we recommend that the Consumer Finan-
cial Protection Bureau (CFPB) use its rulemaking authority under the Fair Credit Report-
ing Act to:

•	Require mandatory measures to ensure greater accuracy.

•	Define how long an employer has to wait in between sending an initial notice and 
taking an adverse action, i.e., rejecting an applicant or terminating an employee.

•	Require registration of consumer reporting agencies.

The Federal Trade Commission should use its FCRA enforcement authority to:

•	Investigate major commercial background screening companies for common 
FCRA violations.

•	Investigate major, nationwide employers for compliance with FCRA requirements 
imposed on users of consumer reports for employment purposes.

Finally, as the source of most of the data reported by background screening agencies, 
states have a huge role to play in ensuring the accuracy of criminal background checks. 
States should that ensure that state repositories, counties, and other public records sources:

•	Require companies that have subscriptions to receive information by bulk dissem-
ination from court databases to have some procedure for ensuring that sealed and 
expunged records are promptly deleted and ensure that dispositions are promptly 
reported.

http://www.nclc.org
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•	Audit companies that purchase bulk data to ensure that they are removing sealed 
and expunged data and, if a company fails such an audit, revoke its privilege to 
receive bulk data.

With the explosive growth of this industry, it is essential that the “Wild West” of 
employment screening be reined in so that consumers are not guilty until proven inno-
cent. Currently, lack of accountability and incentives to cut corners to save money mean 
that consumers pay for inaccurate information with their jobs and, thus, their families’ 
livelihood.

http://www.nclc.org
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Table 1  Who Can Rein in Faulty Background Screening Reports?

Background screening companies routinely make mistakes when issuing criminal 
background checks. The result? Job seekers pay with their livelihood, while employers 
waste money and potentially miss hiring qualified employees as the result of sloppy 
work that skirts the Fair Credit Reporting Act (FCRA). This list contains common 
errors or bad practices found in reports from all corners of the United States. Adoption 
of the suggested remedies would greatly increase accuracy on reports by improving 
accountability.

Inaccuracy/Poor Practice Solution Responsibility

Report Includes Sealed  
or Expunged Records

Develop procedures to ensure that 
purchasers of bulk public data delete sealed 
and expunged records, and perform audits  
to ensure compliance.

State legislatures, 
administrative 
agencies, and/or 
courts 

Mismatched Report 
(providing a report on  
the wrong person) 

Provide guidelines on matching criteria; 
require consumer reporting agencies to use 
all available data; and prohibit name only 
based matching.

Consumer Financial 
Protection Bureau 
(CFPB)

Incomplete Record  
(i.e., omits disposition  
data)

Requiring verification and updating of 
criminal records that lack disposition data  
for records more than one year old.

CFPB

Misleading Reporting  
(i.e., a single charge listed 
multiple times)

Prohibiting multiple reports of the same case  
regardless of source.

CFPB

Inability Of Applicant/ 
Employee to Correct  
Errors in the Report Prior to 
an Adverse Action

Require employers to allow sufficient time 
(i.e., 35 days) to fix report before taking 
adverse action.

CFPB

Screening Companies 
Disclaim Responsibility  
Under the FCRA

Require registration of all consumer 
reporting agencies and investigate major 
industry players for common FCRA 
violations.

CFPB and Federal 
Trade Commission 
(FTC)

Employers Fail to Provide 
FCRA Notices

Investigate employers for FCRA compliance. FTC

Misclassifies Grade or 
Classification Of Offense

Investigate background screening companies 
for inaccurate reporting in violation of FCRA.

FTC

http://www.nclc.org
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I. Introduction

Since 2007, the United States has experienced the worst unemployment since the Great 
Depression. During the month of March 2012 (the most recent data available), 12.7 mil-
lion people remained unemployed.1

Adding to this job crisis, criminal background checking companies are making it even 
more difficult for workers to obtain employment. According to a 2010 survey by the 
Society for Human Resource Management, approximately ninety-three percent of 
employers conduct criminal background checks for some potential applicants, and 
seventy-three percent of employers conduct criminal background checks for all potential 
applicants.2

The widespread dissemination of criminal record histories limits employment oppor-
tunities for estimated sixty-five million adults (nearly one in four adults) in the United 
States who have some sort of criminal record.3 There are many criticisms of this practice.

First, the use of criminal background checks disproportionately affects people of color. 
In fact, the Equal Employment Opportunity Commission (EEOC) has stated that deny-
ing employment based solely on the existence of a criminal history has a disparate 
impact on African Americans and Latinos.4 African Americans account for 28.3 percent 
of all arrests in the United States, although they represent just 12.9 percent of the popu-
lation; that arrest rate is more than double their share of the population. In contrast, the 
arrest rate for whites actually falls below their share of the population.5

Second, the widespread use of criminal background checks sets persons with criminal 
records up for future failure. Research demonstrates that the single greatest predictor 
of recidivism is the lack of stable employment.6 Moreover, “providing individuals the 
opportunity for stable employment actually lowers crime recidivism rates and thus 
increases public safety.”7

Third, background checks do not necessarily provide users with the information they 
think it does. There is little research that shows any correlation between the existence of 
a criminal record and the propensity to commit crimes at the workplace.8 Furthermore, 
criminologists and practitioners agree that recidivism declines steadily with time clean.9

Finally, criminal background checks often contain incorrect information or sealed infor-
mation.10 Whether these checks should be used for employment screening is a matter 
of public debate. However, there is little debate that if these records are to be used, they 
must be accurate.

This report is focused on the last critique—accuracy. Currently, actual accuracy rates are 
not possible to obtain.11 Commercial background checking companies are not required 
to be licensed, nor is there any one source identifying all of these companies. Therefore, 
as of 2012, there is no centralized location to obtain the kind of data required to generate 
accuracy data. Furthermore, as will be described in greater detail, too many employers 
fail to comply with notice requirements under the Fair Credit Reporting Act (FCRA). 
This hinders the ability to conduct a reliable survey of consumers to determine whether 

http://www.nclc.org
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they have been denied employment because of a commercial background check report. 
For these reasons, the focus of this report is on the types of problems found on back-
ground reports and the systematic practices that allow these inaccuracies to occur.

This report discusses in detail:

•	Overview of the background check industry;

•	The current laws in place to protect consumers;

•	The types of problems often found on criminal background checks;

•	Attempts by criminal background checking agencies to evade consumer 
protections;

•	Ways that criminal background checking agencies could improve their procedures; 
and

•	Recommendations for policy makers to improve protections for consumers.

II. Overview of the Industry

A.  Criminal Background Checks Are Big Business

The rise in criminal background checks is in part due to employers’ fears after the ter-
rorist attacks of September 11, 2001. Immediately after September 11, commercial back-
ground check vendors reported significant increases in business.12 Kroll, Inc. reported 
that the number of background checks it conducted increased twenty percent from 
2001 to 2002.13 ChoicePoint (now LexisNexis) reported that its monthly volume of back-
ground checks increased eightfold in the five months following September 11, 2001.14

Despite its promotion as a public safety service, the sale of criminal background reports 
has become a big business. In the company’s decade of operation, ChoicePoint’s annual 
revenue grew from approximately $400 million in 1997 to approximately $1 billion in 
2008 before it was purchased by Reed Elsevier Group (the parent company of Lexis-
Nexis).15 As a BusinessWeek article reported:

Background screening has become a highly profitable corner of the HR world. At 
the screening division of First Advantage (FADV), based in Poway, Calif., profits 
soared 47% last year, to $29 million; revenue grew 20%, to $233 million. HireRight 
(HIRE), based in Irvine, Calif., reported that earnings jumped 44%, to $9 million, 
last year on revenues of $69 million. To grab a piece of this growing market, Reed 
Elsevier Group (RUK), the Anglo-Dutch information provider, agreed to acquire 
ChoicePoint for $4.1 billion in February—at a 50% premium to its stock price.16

In addition to the large national corporations, there are countless smaller local and regional 
companies providing criminal record information to local employers and property manag-
ers. Currently there are no licensing requirements to become a background checking agency 
and there is no system for registration. Thus, the total number of commercial reporting 
agencies currently operating is unknown. Anyone with a computer, an Internet connec-
tion, and access to records can start a background screening business.

http://www.nclc.org
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B.  Local Law Enforcement’s Piece of the Action

In some cities, local law-enforcement agencies sell their own criminal background infor-
mation, creating a lucrative source of revenue. A common law enforcement practice is 
to create a computer network for sharing information regarding bookings, arrests, and 
releases from county jails.17 In Michigan, the Michigan Sheriff’s Association formed 
a not-for-profit corporation to implement a database that stores hundreds of pieces 
of information about each person.18 In 1998, the Association decided to make what it 
determined to be “Public Arrest Data” available to the general public. It entered into an 
agreement with Buckeye State Networks, LLC, which made the latter the exclusive dis-
tributor of this arrest data to private sector users.

Likewise, in the 1970s, the Onondaga County Sheriff’s Department in upstate New York 
urged the various law enforcement agencies across the county to enter arrest informa-
tion into a shared database called CHAIRS (Criminal History Arrest Incident Reporting 
System).19 CHAIRS later decided to sell the information in the database for a $10 fee to 
employers, volunteer organizations, and landlords throughout Onondaga County.20

Largest Players in the Background  
Screening Industry

•	 Accurate Background, Inc.

•	 �ADP Screening and Selection Services, Inc. (subsidiary of Automatic Data Processing, 
Inc.)

•	 First Advantage

•	 HireRight
�� Owned by Altegrity, Inc.
�� Altegrity also acquired US Investigations Services, LLC (USIS), and Kroll, Inc.

•	 IntelliCorp Records, Inc.

•	 LexisNexis
�� A Reed Elsevier Group company
�� Acquired ChoicePoint in 2008 for $4.1 billion
�� �Claims to screen more individuals than any other background screening company

•	 Sterling Infosystems, Inc.
�� �Acquired Acxiom’s background screening unit, Acxiom Information Security Systems, 

in January 2012 and claims that it is the second largest background screening 
company in the world

�� �Also recently acquired: Bishops Investigative Services, Abso Inc., Screening 
International, and Tandem Select

http://www.nclc.org
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The Sheriff’s Office in Monroe County, New York, took a different approach. A local 
trade association agreed to pay $80,000 per year to fund one full time clerk in the Sher-
iff’s office to pull criminal records for the association.21

A major problem is that there are significant problems in local law enforcement records. 
According to a report by the Center for Community Alternatives in Syracuse, NY, a 
CHAIRS report is not an official criminal history report; rather, it simply is a list of all 
of a person’s arrests in Onondaga County. The report does not include any informa-
tion about whether or not these arrests resulted in a criminal conviction, a non-criminal 
conviction, or a dismissal.22 The Center for Community Alternatives found that, in a 
review of seventy reports generated between August 2008 and April 2010, 64.3 percent 
of the CHAIRS reports reviewed contained at least one arrest that should not have been 
publicly disclosed under New York’s Criminal Procedure Law. 23 Despite this disclo-
sure of legally undisclosable information, Onondaga County Sheriff Kevin Walsh has 
defended the sale of these reports. Sheriff Walsh argues that CHAIRS reports provide 
a benefit because they are much cheaper than the $125 fee charged by the state Divi-
sion of Criminal Justice Services, or the $65 fee charged by the state’s Office of Court 
Administration.24

C.  The Internet Frontier

The Internet has facilitated the emergence of scores of online background screening 
companies, with many claiming instant access to millions of databases.25 As SEARCH, a 
nonprofit membership organization comprised of criminal justice repositories from each 
of the fifty states, stated:

When coupled with the automation of criminal justice records and the increasing 
power and decreasing cost of computers, the Internet creates the potential for small 
vendors, who would otherwise be unable to hurdle barriers to entry or, at most, would 
be only local players, instead to become national information providers.26

In fact, these online vendors have become major players in the background check busi-
ness. Stephen JohnsonGrove, Deputy Director for Policy at Ohio Justice & Policy Center—
a non-profit law office that seeks statewide reform of the criminal justice system—rated 
backgroundchecks.com as one of the top three background checking companies he 
sees.27 On its website, backgroundchecks.com claims that “[w]ith a database of over 345 
million criminal records” it “has now become the leader in the acquisition of data from 
across the country and the delivery of instant online access to public records.”28

This growth in online vendors has occurred despite widespread public sentiment about 
the privacy of criminal records information. A 2000 survey by Bureau Justice Statistics 
that found that most adults (ninety percent) and eighty percent of young adults say that 
they “prefer that State agencies not use the Internet to post criminal history information 
that is already a matter of public record.”29 The increasing accessibility of criminal his-
tory records on the Internet also compounds the already rampant discrimination against 
persons with criminal records.30 It exacerbates the disparate impact against minorities 
and recidivism caused by lack of employment.

http://www.nclc.org
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D.  Increased Access to Public Data

The explosion of background screening agencies, big and small, is largely due to easier 
access to public data. Over the past decade, criminal records have become available and 
used for non-law enforcement purposes to an unprecedented extent.31 Records are made 
available to the public (including background screening agencies) through a variety 
of sources: state criminal record “central repositories” (often maintained by the State 
Police), the courts, private vendors which prepare reports from public sources, and even 
correctional institutions and police blotters (the daily written record of events in a police 
station often published in local newspapers).32

In the past, background screeners would send “runners” to the courts to manually 
review criminal history information. With recent technological advances, court clerks 
are now able to increase that accessibility by maintaining and disseminating court docu-
ments in an electronic format.33 Today it is much more common for background screening 
companies to purchase large quantities of data electronically from the court or state and to 
populate their own databases with it.

III.  Consumer Rights Under the Fair Credit Reporting Act

Generally, the use and dissemination of criminal background checks are regulated by 
the federal Fair Credit Reporting Act (FCRA) and, to a lesser extent, state fair credit 
reporting acts.34 Although the FCRA is generally thought to apply to traditional credit 
history reports, the provisions of the Act also apply to the use and dissemination of any 
“consumer report,” which includes criminal history records issued by commercial data-
bases and used for employment purposes.35

The Fair Credit Reporting Act (FCRA)

Enacted in 1970 by the U.S. Congress, the FCRA has the goal of protecting the 
privacy of consumers and ensuring that information is as accurate as possible. The 
FCRA’s regulatory structure attempts to achieve those goals by imposing duties and 
requirements on three categories of entities:

(1) �Consumer reporting agencies (CRAs): those that gather and issue consumer 
reports;

(2) Furnishers: those that provide information to consumer reporting agencies; and

(3) Users: those who obtain these reports and use them. 

http://www.nclc.org
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A.  Duties of Background Screening Companies as CRAs

As with all consumer reporting agencies (CRA), background checking agencies are 
required to maintain procedures to ensure the accuracy of information they report about 
consumers. Though the law does not require reports to be free of any possible inaccuracy, 
it does require a CRA to have “reasonable” procedures to ensure “maximum possible 
accuracy.”36 Most courts consider a consumer report to be inaccurate when it is “misleading 
in such a way and to such an extent that it can be expected to [have an] adverse [effect].”37

When consumer reports are used for employment screening, the CRA has additional 
duties. When reporting potentially negative public record information to an employer, 
the CRA must do either one of two things:

•	�At the time that it provides the information to its customers, send the consumer a 
notice with the following information:

�� that the CRA is reporting criminal record information; and
�� who the report is being sent to (including name and address); or

•	�Maintain “strict procedures” designed to ensure that criminal record information 
is complete and up to date.38

Many background screening companies choose the option of sending a notice to the 
applicant to avoid the need for strict procedures.39 However, a significant number do 
not, or do not provide it contemporaneously with the employer’s report. To date, no 
court has determined exactly what “strict procedures” entail. However, as one federal 
district court in Pennsylvania has stated, “Without an extensive analysis of what consti-
tutes ‘strict’ as opposed to ‘reasonable’ procedures, it stands to reason that ‘strict’ is nec-
essarily a more stringent standard.”40

With respect to the requirement for “reasonable procedures,” courts generally conduct a 
balancing test, weighing the potential harm from inaccuracy against the burden of safe-
guarding such accuracy.41 Where the potential harm is great and the burden small,  
a CRA’s duty to prevent inaccurate or incomplete information is at its greatest.42

Courts have generally permitted background screening agencies to assume that court 
records are correct.43 However, they do not have blanket immunity to rely on court 
records. For example, in one case where the CRA reported criminal background infor-
mation on the wrong person, the court determined that reliance on court records did not 
relieve the CRA of the duty to correctly determine which public records belong to which 
individual consumers.44

Under the FCRA, a consumer has a right to request a copy of his or her consumer report 
and to dispute any inaccurate information.45 Courts generally hold CRAs to a less strin-
gent standard of accuracy when the consumer has not yet submitted a dispute. As one 
court stated, “[t]he consumer is in a better position than the credit reporting agency to 
detect errors appearing in the court documents dealing with the consumer’s own prior 
litigation history.”46 However, in the court cases that articulate this relaxed standard of 
accuracy, the credit reporting agency is usually one of the “Big Three” (Experian, Equifax 
and TransUnion).
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Relying on consumers to detect errors may be rational in traditional credit reporting, but  
it does not work in the criminal background context. There are too many criminal back-
ground checking agencies for a consumer to regularly order his or her own reports to 
review them for errors. Unlike the “Big Three” credit bureaus, there 
is no central source to find and request a copy of the report. And, 
even if a consumer were to try, few criminal background checking 
agencies have any advertised mechanism for consumers to get a 
copy of their own background check.47

B.  Duties of Employers Using Criminal Background Checks

The FCRA also imposes duties on employers who use consumer 
reports to determine eligibility for employment.48 Employers must 
give a series of notices if they reject an applicant based upon any 
information found in a background check.

First, the employer must clearly and conspicuously disclose to the 
applicant or employee that it will be requesting a consumer report 
and must obtain the employee’s consent in writing to the release, and 
it must certify to the CRA that it has done so, and that it will make 
certain disclosures if adverse action is taken based in any part on the 
report.49

Second, before rejecting a candidate an employer must:

		  Give the candidate a “pre-adverse action” notice including:

i.	 A copy of the actual background check; and

ii.	 A copy of “A Summary of Your Rights Under the Fair Credit Reporting Act”.50

If an employer does reject a candidate based (in whole or in part) on a background 
check, it must then provide the candidate with an “adverse action” notice that includes:

•	The name, address, and phone number of the background checking agency that 
supplied the report;

•	A statement that the background checking agency that supplied the report did not 
make the decision to take the adverse action and cannot give specific reasons for 
it; and

•	A notice of the individual’s right to dispute the accuracy or completeness of any 
information the agency furnished, and his or her right to an additional free con-
sumer report from the agency upon request within sixty days.51

C.  Inadequacies in Employer Compliance with the FCRA

The use of criminal background reports in employment causes unique consumer pro-
tection issues. While the remainder of this article deals with inaccuracies by consumer 
reporting agencies, it is worth noting that the first breakdown of consumer protection 
laws often occurs because many employers fail to comply with notice requirements.52

There are too many 
criminal background 
checking agencies 
for a consumer to 
regularly order his or 
her own reports to 
review them for errors. 
Unlike the “Big Three” 
credit bureaus, there 
is no central source 
to find and request a 
copy of the report.
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A user’s failure to comply with notice requirements creates a “catch-22.” The purpose 
of the FCRA notices is to ensure that the individual who is the subject has the oppor-
tunity to learn why he or she was denied employment (or adversely affected), has the 
opportunity to correct any errors before a decision is made, and has knowledge of his 
or her rights. When employers fail to comply, those seeking employment have no way 
of knowing that their rights have been violated, so they may never seek to enforce those 
rights.53

Even when employers do give potential employees the required pre-adverse action 
notice, they often fail to give the applicant adequate time to dispute any mistakes. 
According to the Federal Trade Commission (FTC) Staff Summary released in July 
2011, there is no specific period of time an employer must wait after providing a pre-
adverse action notice before taking adverse action against the consumer.54 A prior FTC 
Staff Opinion had deemed five days to be reasonable, but the minimum length will 
vary depending on the particular circumstances involved.55 The FTC staff author noted 
that the “purpose of the provisions [are] to allow consumers to discuss the report with 
employers before adverse action is taken.”56

Advocates that work in the reentry community report that, on average, it takes at least 
two weeks to correct a consumer report and some indicate that it takes over a month.57 
This indicates that the time that the FTC had suggested prior to 2011 was inadequate to 
protect potential employees’ rights. But the new Staff Summary may encourage or even 
embolden employers to allow even less time.

In fact, at least some employers are well aware of the fact that a job applicant cannot 
reasonably correct his or her report in the time allotted. In an email exchange, a Colgate 
employee stated, “The process for [the applicant] will to go back to the county court 
who reported conviction and prove to them that it was not him. Sterling was not able to 
estimate how long this would take because it really depends on the court. We are only 
legally required to wait 5 business days.”58

The reality is that the FCRA, as currently interpreted, fails to adequately protect con-
sumers when it comes to employment screening. Even applicants who successfully 
remove errors from their background check reports are frequently denied employment. In 
fact, when surveyed, several advocates indicated that they had never seen applicants get the 
job after correcting the report.59 The reporting of sealed/expunged record is especially 
problematic for job applicants, because even if they can get a report corrected in time, 
there is little that can be done to “unring the bell.”

Employment is unlike a denial of credit, where a consumer can simply apply for another 
loan or credit card if wrongly denied based upon a credit report. A denial based upon 
a faulty criminal background check means the denial of a potential livelihood. Jobs are 
scarce and new opportunities for employment do not come along that often. With a per-
son’s source of income on the line, and evidence that employer compliance with federal 
protections is spotty at best, it is essential that criminal background screeners do every-
thing they can to ensure the information they give employers is accurate.
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IV. Lac k of Accuracy in Background Check Reports

Despite the importance of the accuracy of criminal background report, evidence indi-
cates that professional background screening companies routinely make mistakes with 
grave consequences for job seekers. Advocates from across the country report that they 
repeatedly see reports that:

•	Contain information about a different person (i.e., a “mismatch” or false positive);

•	Report sealed or expunged records;

•	Are incomplete (i.e., omit disposition data);

•	Display data in a way that is misleading (i.e., report a single charge multiple 
times); and/or

•	Misclassify the type of offense.60

This section will discuss each of these types of errors and the ways that these errors can 
be avoided.

A.  Mismatched Reports

A very common problem with criminal back-
ground reports is false positive matches or mis-
matched identifications. Mismatched reports 
contain the criminal history of a person other 
than the subject of the report, due in large part 
to unsophisticated matching criteria.

With state-maintained databases, a biomet-
ric identification system, such as fingerprint 
data, is typically utilized to match a person 
to a record.61 Biometric identification sig-
nificantly reduces the chances of incorrectly 
connecting someone to the criminal record 
of another. In contrast, private criminal his-
tory background check companies typically 
match information in their databases using 
non-biometric information, such as name and date of birth. Moreover, due to privacy 
concerns, many courts will not release Social Security numbers. Therefore, many private 
background screening companies rely solely on first name, last name, and date of birth.

For obvious reasons, this practice poses significant trouble for people with common 
names. Consider the misfortunes of Catherine Taylor, an Arkansas woman with no 
criminal history. On several occasions, Catherine Taylor has had her housing and 
employment threatened because of mismatched background checks. On one occasion, 
the mismatched report was generated by PublicData.com. According to its website, 
PublicData.com is a public records disseminator.62 It is an Internet-based background 

PublicData.com

•	 �Internet-based background 
screening company

•	 �Searches either a subject’s 
name or date of birth to compile 
matching criminal history records

•	 �“Will NOT modify records in any 
database upon notification of 
inaccuracies.”

http://www.nclc.org
http://www.PublicData.com
http://www.PublicData.com
http://www.PublicData.com


©2012 National Consumer Law Center  www.nclc.org16  5  Broken Records 

screening company in which the user can enter either a subject’s name or date of birth to 
compile matching criminal history records.63

PublicData.com vehemently denies being a consumer reporting agency, and attempts 
to disclaim any responsible for any inaccuracies in its database. However, company 
owner Dale Bruce Stringfellow admitted in a deposition that “they bought databases or 
quantities of information from governmental agencies who would be presumably clerks 
of court—criminal record divisions of clerk of court, and they have made that informa-
tion available to [PublicData’s] subscribers.”64 The fact that these reports were used for 
employment or other FCRA purposes should make PublicData.com a consumer report-
ing agency under the Act.

PublicData.com also refuses to comply with the FCRA’s dispute requirements, admit-
ting that it “will NOT modify records in any database upon notification of inaccura-
cies.”65 Therefore, even if Ms. Taylor alerted PublicData.com to its error, the company 
would do nothing to correct her records. Nor does PublicData.com do anything as simple 
as cross-referencing the name with the date of birth.

Even where name and date of birth do match, errors still occur. On another occasion in 
which Ms. Taylor was allegedly denied employment based upon an erroneous criminal 
background check, the company that ran the report was ChoicePoint (now LexisNexis). 
Ms. Taylor has the misfortune of sharing the same last name and date of birth with 
another Catherine Taylor, a woman living in Illinois with a lengthy criminal history.

The Case of Catherine Taylor, Arkansas: Mismatched Report

Ms. Taylor has no criminal history, but on several occasions she has had her hous-
ing and employment threatened because of mismatched background checks.

Company: ChoicePoint (now LexisNexis)

ChoicePoint allegedly reported the criminal record of another Catherine Taylor with 
the same date of birth. That Catherine Taylor lived in Illinois. According to Ms. 
Taylor’s complaint, ChoicePoint had access to other identifying information which 
would have distinguished these two women; however, the particular ChoicePoint 
product in this case was designed to give an instant result, and thus was not 
designed to access that information.

ChoicePoint acknowledged that next time the company generates a report on the 
Arkansas Catherine Taylor, the same thing will happen again.
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ChoicePoint Representative Teresa Preg acknowledged that: “If an in-person court 
search was conducted at that time and [the court] files were pulled,” ChoicePoint would 
have been able to determine that the two women were not “the same subject.”66 How-
ever, an in-person court search was not used in this case. Rather ChoicePoint relied on 
bulk data dissemination to populate its database. According to ChoicePoint, the major-
ity of state repositories will not release social security numbers. Thus, according to the 
ChoicePoint representative, nothing can be done to prevent this particular problem with 
this particular product.

In Ms. Taylor’s case, ChoicePoint had additional information—such 
as her address, Social Security number, and credit report—which 
would have indicated that she was not the person in Illinois with 
the criminal record. Despite the fact that ChoicePoint had access to 
this information, the particular ChoicePoint product in this case was 
designed to give an instant result, and thus was not designed to access 
that information.67

Furthermore, ChoicePoint acknowledged that next time the company 
generates a report on the Arkansas Catherine Taylor, the same thing 
will happen, i.e., a report generated from this particular ChoicePoint 
product will include the information on the Illinois Catherine Taylor, 
even though ChoicePoint is aware of the problem. In fact, Choice-
Point claims that it cannot alter the data provided by the state reposi-
tory. Therefore, even though ChoicePoint knows that the person with 
Arkansas Catherine’s address and Social Security number is not the 
person with the Illinois criminal record, ChoicePoint has no mecha-
nism to prevent the two records from merging.

Despite the acknowledged mismatch, the ChoicePoint representative 
said that it was “reasonable for [the potential employer] to rely on 
the information that is matching the information they provided us.”68 
Incredibly, the representative stood by ChoicePoint’s report, stating 
that it was reasonable to report the Illinois woman’s history as the Arkansas woman’s 
history because “of the interactive matching criteria of the first and last name and the 
potential that this individual was in fact the same subject.”69

ChoicePoint is not alone in utilizing scant information to generate matches even where 
additional information is available. In a case in Illinois, a man named Samuel M. Jackson 
was allegedly denied employment after the employer requested a background check by 
InfoTrack Information Services, Inc. (InfoTrack), an employment screening company 
headquartered in Chicago, Illinois. In that case, the employer provided InfoTrack with 
Mr. Jackson’s name and date of birth.70 According to the complaint, the background check 
report that InfoTrack submitted to the employer allegedly contained seven “possible 
matches” from InfoTrack’s nationwide sex offender database that “related to three dif-
ferent individuals.”71

“If an in-person court 
search was conducted 
at that time and 
[the court] files were 
pulled,” ChoicePoint 
would have been able 
to determine that the 
two women were not 
“the same subject.”
 
—�Teresa Preg, 

ChoicePoint 
representative 
(deposition)
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Mr. Jackson is a white man and was born in 1983. According to the complaint, InfoTrack 
had Mr. Jackson’s date of birth, yet it reported information for three people, none of 
whom shared that same date of birth. The complaint further alleged, “three of the ‘pos-
sible matches’ were for a fifty-eight-year-old African American male named Samuel L. 
Jackson from Virginia who was convicted of rape in November 18, 1987. Plaintiff was 
not yet 4 years old at the time.”72 InfoTrack admitted to reporting information relating to 
a Samuel L. Jackson, but it denied knowing the other characteristics.73

However, although the exact source of InfoTrack’s information is not stated in the court 
documents, the U.S. Department of Justice has a national sex-offender registry database 
through its website. A name search of this website provides not only name and location, 
but also, race, date of birth, height, race, date of offense, and in many cases, a picture of 
the offender.74 In this specific case of Mr. Jackson, the DOJ database also indicates that 
the person InfoTrack listed as a possible match is presently incarcerated in Virginia—
and thus unlikely to be applying for jobs in Illinois.75

As described in section III.A, supra, a consumer reporting agency that provides employ-
ers with negative public records information must either notify the consumer or follow 
strict procedures to ensure information is complete and up to date. InfoTrack admitted 
that it did not provide Mr. Jackson with a notice prior to submitting the report to the 
potential employer, but denied that it failed to follow strict procedures to ensure the 
completeness and accuracy of the report.76 Despite this assertion that it follows strict 
procedures, InfoTrack’s own website provides the following warning for records found 
using its Nationwide Criminal Database Search/Nationwide Sex Offender Registry 
Database Search:

To ensure FCRA compliance, records found must be re-verified. Database searches 
are inherently incomplete and are to be used in conjunction with county level crimi-
nal searches.77

The Case of Samuel M. Jackson, Chicago, Illinois:  
Mismatched Report

Company: InfoTrack

Mr. Jackson was allegedly denied employment after a prospective employer ran 
an InfoTrack background check. InfoTrack reported a rape conviction from 1987—
when Mr. Jackson was four years old. The rape conviction actually belonged to 
fifty-eight-year-old male named Samuel L. Jackson from Virginia who was convicted 
of rape in November 18, 1987. And that Samuel Jackson was incarcerated at the 
time the InfoTrack report was run.
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Even though it denied any wrongdoing in that case, court records show that InfoTrack 
settled the case with Mr. Jackson for $35,000.78

Mismatching people based upon a name-only match is an unbelievably common occur-
rence across background screening agencies. Some of the problems are attributed to a 
lack of available identifying information. For example, many jurisdictions will not provide 
background screening agencies with full Social Security numbers. Given these challenges, 
it is reasonable to expect that background screening companies will take measures to 
go beyond the face of the records to determine whether they are reporting information 
about the correct person. Such measures do exist. As Ms. Preg of ChoicePoint stated: “If 
an in-person court search was conducted at that time and [the court] files were pulled,” 
the mistake would not have happened. Companies could also make better use of other 
available matching data, such as race, gender, height, and incarceration status.

Additional measures are especially necessary where the subjects of the reports have 
common first and last names. The frequency of names is widely available through the 
Census Bureau’s website, and a simple algorithm could be developed to flag people 
who are likely to have first and last name matches with other people.79 In fact, such algo-
rithms already exist. A search the website, howmanyofme.com, estimated that there was 
one "Persis Yu" in the country, but approximately 45,198 “John Smith”s, 1,557 “Catherine 
Taylor”s, and 1,185 “Samuel Jackson”s. Therefore, while a first and last name search 
may be sufficient for someone with this author’s name, a first and last name search will 
never be sufficient for a John Smith or Catherine Taylor.

Even more troubling is that background check companies have the necessary informa-
tion to make a better match, but they do not design their products to utilize this informa-
tion. As the deposition of ChoicePoint’s Teresa Preg indicates, these companies appear 
to consider making information available instantly for employers and/or utilizing less 
costly methods to be a higher priority than ensuring accurate information for the workers 
whose livelihoods are affected.

B.  Sub-sub-sub Contracting

Another common practice in the background screening industry is to subcontract out the 
search for criminal records. However, the subcontracting does not stop with one vendor, 
but continues as the vendors themselves subcontract the work to other vendors.

As the court described in Christensen v. Acxiom Info. Sec. Sys., Inc. (Axciom):

The erroneous information in question was acquired via a chain of requests. Mount 
Mercy requested information from Per Mar; Per Mar requested information from 
Acxiom; Acxiom requested information from a subcontractor named Ramona Batts 
(“Batts”); and Batts either requested information from an unidentified person then 
in her employ, or called the courthouse to obtain information over the telephone 
(Batts is not sure which way she handled this search, because she has no documen-
tation and cannot recall the name of the employee, but she is sure that she did not 
go in person to the Uvalde County courthouse to handle the search in person).80
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This practice of sub-sub-sub contracting reduces accountability and increases the likeli-
hood of erroneous information. Moreover, background check agencies exercise scant 
quality control over the information provided by vendors. For example, the Per Mar repre-
sentative testified that when Per Mar receives requests for consumer reports, the searches 
are parceled out to various vendors, but that Per Mar does not check the reports submit-
ted by these vendors for accuracy. Instead, Per Mar relies on its vendors for accuracy.81

Likewise, Curt Schwall, Compliance Unit Leader at Acxiom, testified that Acxiom does 
not make a regular practice of checking the accuracy of negative criminal information 
reported by its subcontractors. When Acxiom received the information in question from 
Batts, an Acxiom employee typed up the consumer report. Another employee reviewed 
the report for compliance with the FCRA and state law. Most importantly, however, no 
one from Acxiom checked the accuracy of the information supplied by Batts.82

Acxiom’s supervision and training of its subcontractors is similarly limited. Schwall 
testified that subcontractors such as Batts are required “to sign off on our training litera-
ture, sign a searcher agreement, and undergo quality testing.” However, there was no 
indication that subcontractors were actually required to take a training class or undergo 
a training program. The quality testing consisted of periodic audits, but Schwall could 
not recall any of those audits. Schwall also testified that Acxiom also ran a background 
check on Batts.83

Batts testified that she was sure that Acxiom provided her some training related to the 
FCRA, but she could not recall its substance. Batts did not go to Acxiom’s facilities for 
any training, nor was she provided with any videotaped training. Acxiom did not pro-
vide Batts with any information about how to read the public record. Acxiom’s retainer 
agreement and “public record searcher contract” with Batts contain no information 
about compliance with the FCRA. Batts was not given any directives about reinvestiga-
tion of contested information. Batts does believe that her searches were audited by Acx-
iom, because she received several “certifications of excellence” from the company.84

Batts testified that Acxiom was “desperate for researchers,” and that she agreed to do 
research in Uvalde County even though “it was too far” away. She also testified that she 
handled a large volume for Acxiom, at one time doing “doing 50 to 100 names a day,” 
with Acxiom wanting results within twenty-four hours.85

Because of the vast number of public record sources in different jurisdictions that some 
background checking companies rely upon, it is not inherently unreasonable for them to 
use vendors. However, the background checking company must take responsibility to 
ensure that its vendors are adequately trained, supervised, audited and the information 
submitted by vendors must be reviewed for accuracy. Furthermore, having multiple lay-
ers of subcontracting is problematic because the practice makes it nearly impossible for 
any one agency to be accountable for the accuracy of the information.

C.  Reporting Sealed or Expunged Records

Revealing sealed or expunged data is one of the most damaging mistakes that a back-
ground checking agency can make. Unlike some other types of errors, revealing a sealed 
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What’s the Matter with  
Bulk Data?

Bulk data dissemination is the 
practice in which public sources, 
often the courts, sell their data on 
a wholesale basis to the consumer 
reporting agencies. The problem 
arises when background screening 
agencies fail to update these 
records properly.

or expunged record is nearly impossible to dispute with the employer. If the agency has 
mixed the job applicant’s file with another person, the applicant can argue it was not 
him; if the applicant was ultimately exonerated, she can assert that he or she was inno-
cent. But in the case of a sealed conviction, the applicant cannot claim that the accusation 
is false, but merely that the employer should not know about it. It is impossible at that 
point to “unring the bell.”

In most states, people accused or convicted of crimes have the legal right to seal or 
expunge their criminal records under certain circumstances.86 This means that the records 
will either be destroyed or removed from public access. Although every state has different 
laws and procedures for sealing or expunging records, most states will seal some records 
related to juvenile offenses. Many states will also seal or expunge arrest or conviction 
records for minor crimes like possessing marijuana, shoplifting, or disorderly conduct 
after a certain amount of time.87 Sealing or expunging records is intended to give people 
a fresh start. When background checking agencies reveal sealed or expunged informa-
tion, they deprive a job applicant to their legal right to a second chance.

One main reason these errors occur is because 
many consumer reporting agencies obtain their 
data in bulk and do not or cannot update it.

1.  Bulk Dissemination of Records

Bulk data dissemination is the practice in which 
public sources, often the courts, sell their data 
on a wholesale basis to the consumer report-
ing agencies.88 The problem arises when back-
ground screening agencies fail to update these 
records properly.

It is impossible to know how many expunged or 
sealed records are contained in the databases of 
consumer reporting agencies. However, a small 
sampling by one media outlet indicates the inci-
dence could be significant. In June 2011, the Salt 
Lake City Tribune requested the reports of thirty 
people with expunged records from LexisNexis. The Tribune found that five out of thirty 
people still had criminal records that appeared on LexisNexis.89

A few court officials have recognized the problems created by bulk dissemination, and 
dissented against the practice. Tom Wilder, district clerk for Tarrant County, Texas, says 
expunged records are one reason he refuses to sell his county’s public records to database 
companies in bulk.90

North Carolina also stopped selling its criminal records in bulk, hoping to eliminate the 
sloppy record-keeping practices among background screening companies.91 Unfortu-
nately, Mr. Wilder and North Carolina are among the minority, as most counties and 
states do sell public data in bulk.
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Legal cases show the potential harm created by the failure to update information. For 
example, according to his complaint filed in court, in March 2007, Herbert VanStephens 
was offered a position as a store manager, conditioned on the results of a criminal back-
ground check.92 The background check report issued by ChoicePoint indicated that in 
December 2002, a Cook County judge sentenced Mr. VanStephens to court supervision 
on a criminal charge of felony theft.93 However in September 2006, Mr. VanStephens’s 
criminal records were expunged from the Cook County Criminal Court database.94

ChoicePoint reported Mr. VanStephens’s expunged record in April 2007, nearly seven 
months after it had been expunged from the Cook County database. According to 
ChoicePoint’s contract with Cook County, Illinois, as well as the Cook Count Bulk Data 
Dissemination Policy, consumer reporting agencies are required to ensure that “all court 
record data will be updated and made current as of the date of dissemination [to third-
parties].” Furthermore, “[t]he term, made current, as used herein shall include, but is not 
limited to, disseminating only court record data that is in full compliance with all stat-
utes, court rules, and court orders (e.g. those pertaining to sealing, impounding, and 
expunging of court records).”95 ChoicePoint receives information from Cook County 
on a weekly basis.96 Therefore, if ChoicePoint had followed the terms of its contract 
with Cook County, Mr. VanStephens’s information would never have been revealed.

ChoicePoint is not alone in this behavior. According to a federal lawsuit filed in North-
ern Illinois, in one November 2007 report issued by U.S. Commercial Services, Inc. 
(USIS), now HireRight, that company reported that some of its data dated from as 
far back as 2002, even though USIS had last updated its records in September 2007.97 
According to copies of the court records filed with the complaint, none of the records 
reported in the USIS report were publicly available on the date that the background 
check was completed.98

Failing to update bulk data is a systematic problem with both civil and criminal records. 
From approximately 2007 until 2010, Equifax failed to purchase data about satisfied, 
vacated, or appealed civil judgments in the state of Virginia from its vendor, Lexis-
Nexis.99 Sometime after 2006, Equifax and its vendors stopped the more careful process 
of in-person manual reviews of civil courthouse records, and began collection of judg-
ment information solely from automated resources when the Supreme Court of Virginia 
began providing bulk dissemination of data using electronic media.

Under the terms of the contract between LexisNexis and Equifax, LexisNexis was obli-
gated to collect and report the existence of judgments. However, it only was obligated to 
collect information about the disposition of judgments if LexisNexis determined that it 
was “commercially reasonable” to do so. According to the complaint in the class action 
suit filed against Equifax and LexisNexis, LexisNexis never concluded that it was com-
mercially reasonable to collect and report dispositions of judgments.100

Furthermore, when LexisNexis did receive a large batch of termination records, Equifax 
refused to purchase them because the purchase price exceeded the amount Equifax had 
budgeted for that purpose.101
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The failure of consumer reporting agencies to purchase updated data is not limited to 
Virginia. In 2005, Tena Mange, spokeswoman for the Texas Department of Public Safety, 
which serves as a repository for public records from around the state, said the depart-
ment refreshed its data daily—hourly in the case of sex offenders—but that ChoicePoint 
bought the data only once a month.102 According to the district clerk for Tarrant County, 
Texas “[e]ven if [the background screening agencies] update weekly, their informa-
tion is going to be out-of-date and a background check may not reflect what happened 
in the case. . . . It’s not fair to the individual who has a right to get something off their 
record.”103 Unfortunately, many expunged cases are reported for a much longer period 
of time than a few days or weeks.

2.  State Regulation of Bulk Dissemination

How to manage disseminated criminal records is an issue that many states have 
struggled with in the past decade.104 Some state legislatures prohibit courts from dis-
seminating their records in bulk (e.g., Idaho, Kansas, Nebraska, South Dakota, and 
Washington).105 Some states take a more nuanced approach. In Arkansas, the requestor 
must agree, under the penalty of perjury, not to sell the bulk or compiled court 
records106 and may only use the requested documents for scholarly, journalistic, politi-
cal, governmental, research, evaluation or statistical purposes, in which the identifica-
tion of specific individuals is ancillary to the purpose of the inquiry.”107

In Arizona, there are two types of dissemination agreements: one for court records that 
include “protected personal identifiers” and one for those that do not include these identi-
fiers.108 Bulk court records with the personal identifiers require far more protective mea-
sures than if the requestor requested bulk data without that information. Background 
checking companies that purchase data with the “protected personal identifiers”—home 
address, exact birth date, driver’s license number, and last four numbers of a social secu-
rity number—must undergo periodic audits and correct sealed or corrected data within 
two days.109

This dual system has the perverse potential to encourage background screening agencies 
to request less information, which would then adversely affect their ability to maximize 
matching ability. Background screening agencies that purchase records without pro-
tected personal identifiers avoid both audits and the rules regarding correcting sealed 
and otherwise restricted information. At the same time this system provides a disincen-
tive for background screeners to purchase the data that would allow them to best match 
the records with the subject of the background check.

North Carolina is currently one of the few states actively enforcing accuracy standards. 
According to an Associated Press report, “[s]tate officials say some companies paid 
$5,105 for the database but refused to pay a mandatory $370 monthly fee for daily 
updates to the files—or they would pay the fee but fail to run the update.”110 North 
Carolina officials also discovered that some background check companies refused to fix 
errors pointed out by the state or to update stale information. As a result, North Carolina 
revoked the licenses of CoreLogic SafeRent, Thomson West, CourtTrax, and five others 
for repeatedly disseminating bad information or failing to download updates.111
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State laws on the dissemination of court records currently vary, but states have the 
opportunity to enact laws which could restrict the dissemination of some data or impose 
requirements on the background screening companies (and others) that purchase the 
data. However, it is also important to note that states must also have adequate resources 
to enforce these policies.

D.  Incomplete Dispositions

Another common mistake by background check companies is to omit final disposition 
data, that is, the companies report the fact that charges were filed, but not whether the 
person was convicted. Because of this omission, people who have been exonerated of the 
charges against, or had the charges dropped or reduced, appear to have pending crimi-
nal complaints against them.

The reporting of the disposition of pending charges can be very important to the person 
against whom the charges were brought. Even in cases where there has been a convic-
tion, often the conviction will be for fewer than all of the original charges. Overcharg-
ing is a common practice, and more serious charges are often dropped as part of a plea 
bargain. Disposition reporting is even more important to an individual against whom 
all charges were dropped. Moreover, employers are reluctant to hire a worker with 
an ongoing legal problem. In fact, even in states that restrict consideration of criminal 
records for employment purposes, employers are typically allowed to deny employment 
to people with pending charges.112

As with sealed and expunged information, background screening companies fail to report 
the final disposition of a case because they fail to update their data. For example, people 
who had pending charges when the background screening company obtained its bulk 
data may appear to have pending charges indefinitely. This problem also occurs because 
background screening companies rely on sources that are known to have poor accuracy.

Under the FTC’s interpretation of the FCRA, unless they provide contemporary notice 
to the consumer, background screening companies that furnish reports based on previ-
ously acquired public record information (purchased periodically from a third party) 
must verify that any such information is complete and up to date.113

Unfortunately, government-operated repositories are often known to have poor accu-
racy rates. In the 1970s, the U.S. Department of Justice (“DOJ”) implemented regulations 
establishing minimum criteria for the handling of criminal history information by feder-
ally funded state and local criminal justice agencies.114 These regulations led to virtually 
all states passing legislation governing the dissemination of criminal records to some 
extent.115

In 2006, the U.S. Attorney General reported that only half of the records in the Interstate 
Identification Index (III or “Triple I”) system, which contains the records from all of 
the states and territories, included a final disposition.116 Failure to include a disposition 
means that countless individuals who were ultimately acquitted or obtained dismissal 
of criminal charges, and whose records were sealed by the courts, could be reported as 
having arrests against them in perpetuity.
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The state repository systems fare only nominally better. A 2008 study found that only 
thirty-three states reported that more than sixty percent of arrests in their criminal his-
tory databases include recorded final dispositions.117 Twenty-three states, Guam, and the 
Virgin Islands reported having a backlog for entering disposition data into the criminal 
history database. Twenty states have reported a total of more than 1.6 million unpro-
cessed or partially processed court disposition forms, ranging from fifty-two in Illinois 
to 724,541 in Utah.118

With respect to the dissemination of records from the central repository, these state laws 
vary widely, from “open record” states in which records are readily available, to “closed 
record” states in which dissemination is closely regulated.119 In contrast, there has been 
a historical presumption of open access to court records.120 While commercial vendors 
may prepare criminal record reports from any publically available source, their primary 
source of information is the courts, because court records usually do not share the cen-
tral repositories’ limitations on the availability of criminal record information.121

However, instead of approaching courts directly, background screening companies 
rely upon state court administrations which are not the keeper of the official court 
records. For example, in a case filed against ADP Screening and Selection Services, Inc. 
(ADP) in New York State, the plaintiff claimed that, in late 2008, a job offer had been 
rescinded because an ADP background check wrongly showed a pending arrest from 
2006.122 According to the complaint, that arrest, which was more than two years old at 
the time, was not pending. In fact, the plaintiff claimed that all references to the arrest had 
been sealed by the court in February 2008, some six months before she applied for the 
position.123

A review of the background report filed with the complaint shows that the record origi-
nated with a local county court.124 However, the report also shows that ADP received 
this record from the New York State Office of Court Administration. As previously 
noted, background check agencies have the option of either providing a notice to the 
consumer that public records information was being reported for employment purposes, 
or to follow strict procedures to ensure that the records were complete and up-to-date. 
In its answer, ADP admitted that it did not provide a notice;125 therefore, ADP was 
required to follow strict procedures.

From the ADP report, it appears that ADP verified the record near the date that it 
reported the information to the potential employer. However, ADP verified the infor-
mation with the state Office of Court Administration, not with the court itself. Failure 
to recognize that the centralized court database is not actually the keeper of the official 
court records is a common mistake among background screening agencies.

In another case, the background screening company, Abso, Inc., received criminal 
records from the Kentucky Administrative Office of the Courts (AOC). In her affidavit to 
the court, Denise Best, the Kentucky Office Operations Manager for Abso, Inc. indicated 
that “Abso requested [plaintiff’s] records from the Kentucky AOC because the Ken-
tucky AOC is the official, and therefore, primary source repository for state-wide court 
records.”126 However, the Kentucky AOC does not provide official court records. In fact, 
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“the report generated by the Kentucky Administrative Office of the Courts indicates that 
it is not an official court record in bold type.”127

Using a standard of “reasonable” rather than “strict” procedures, the court held that 
ABSO could rely on the information because it originated from “in Abso’s experience, a 
presumptively reliable source” from which they had not previously received inaccurate 
reports.128 Yet it is clear that court administrations are not the original source of informa-
tion, because the nature of their existence is to compile information from other sources. 
Therefore, to ensure that final dispositions are reported, background screening compa-
nies should not report open or pending charges without additional verification directly 
from the court itself.

In sum, background screening companies could improve disposition reports by:

•	Updating their databases;

•	Selecting the most reliable sources of public information; and

•	Independently seeking verification where appropriate.

E.  Misleading Reporting

Another common problem is misleading reporting. Some background screening agen-
cies dedicate considerable space on their reports to tout the jurisdictions they search, but 
devote significantly less space to the results of those searches.

For example, an ADP report (see redacted report on next page) on a Philadelphia resi-
dent dedicated one and a half pages to listing three different county courts in Virginia in 
which ADP conducted the search. In font smaller than all the other fonts in the records, 
the report states: “No record found based upon the Applicant Data Provided.” There-
fore, any employer who only gave the report a quick glance could easily think that the 
person did have a record in those jurisdictions, when in fact he did not.129

Background screening agencies are also known to report single arrests or incidents 
multiple times. On the same ADP report, ADP reported ten charges twice (from only 
two cases)—once as reported from the court’s database and a second time from the 
Commonwealth of Pennsylvania Common Pleas Case Management System database. 
The ADP report was 28 pages long, yet essentially presented information about two 
cases. Information was provided redundantly for every single count (including birth 
date, gender, race, and physical description). This voluminous presentation suggested 
that the person had a massive rap sheet, when in fact there were only two cases.130

The problem of multiple reporting of a single conviction has happened repeatedly to 
Bahir Smith in Philadelphia, PA. Mr. Smith is a truck driver, which is an industry that 
subjects him to many criminal background checks. Mr. Smith only has one arrest on his 
criminal record. Yet according to his complaint, in March 2009, USIS issued a report com-
prised of nine pages and listed that single arrest three different times.131 Nearly a year 
later, USIS allegedly issued another report, in which that same case was listed four times.
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The same problem, also involving USIS, happened to A. Garcia in Chicago, IL. USIS 
listed one case in his report three separate times. A review of the report indicates that 
each of those entries was the result of USIS running a search on a different date. Each 
entry looks slightly different. Therefore, it appears that USIS simply included what it 
found each time, and did not review the information to see if it matched with a record 
already in the report.132
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In all of these reports, a simple review of the information would have revealed that the 
same case was being reported several times. At best, the duplicate reporting is the result 
of sloppy practices by background screening companies, such as failing to recognize the 
same case reported by multiple sources or by poor report formatting. At worst, it could 
be an example of padding to make the report appear more consequential, and persuade 
employers that they got their money’s worth.

Another type of misleading practice occurs when background screening agencies 
attempt to subvert the time limits for information in the FCRA by telling potential 
employers that the company has information that it could not share. For example, Ster-
lingInfo included the following paragraph in applicable background checks:

This applicant has an arrest/incident on his/her criminal history that is NOT a con-
viction, and is over 7 years old. In accordance with Federal guidelines, we need to 
verify that this applicant will make at least $75,000 per year in order to make this 
information available to you. If you wish to receive this information, please let us 
know that the applicant meets this salary threshold by emailing SalaryConfirmation 
@sterlingtesting.com.133

SterlingInfo has defended this practice by claiming that “[D]efendant did not dissemi-
nate any arrest records of plaintiff in violation of 15 U.S.C. §1681(c). To the contrary, 
defendant merely advised its client that arrest records older than 7 years existed.”134 
However, a federal district court in Pennsylvania found that the existence of adverse 
information was itself adverse information, and therefore, subject to the FCRA.135

F.  Misclassification of the Type of Offense

Sometimes criminal background screening agencies just get the information wrong. 
Every state has its own criminal justice system, and each state works differently. Advo-
cates from across the country report that they often see mistakes on commercial back-
ground reports due to a fundamental misunderstanding of how that state reports and 
classifies information. Specifically, commercial background screening agencies repeat-
edly misreport the level or classification of the offense. Additionally, they rarely know 
what to do with offenses that are classified as less than a misdemeanor or are non-crimi-
nal offenses (violations of law that are not classified as crimes, such as traffic tickets).136

In a background check on a Pennsylvania man, Phenix Group, Inc. incorrectly reported 
the grade of a conviction. Although the man was charged with a felony and two other 
misdemeanors, those charges were dropped. Instead, he pled guilty to two “summary 
offenses” for public drunkenness and defiant trespass. In Pennsylvania, summary offenses 
are below the level of a misdemeanor and may not be used by employers in hiring deci-
sions. Because of this mistake, when he applied for a job, his application was rejected.137

In New York, the Center for Community Alternatives sees background screening compa-
nies misclassify records based upon the court where the case was adjudicated. Although 
the bulk of the cases prosecuted in New York Superior Court are felonies, some cases 
originate in Superior Court as part of its “integrated domestic violence” program. 
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Patricia Worth, Co-Director of Justice Strategies, Center for Community Alternatives, 
has seen background screening companies report this type of record as a felony convic-
tion. In one case, the original arrest was only a misdemeanor, and the conviction was for 
a non-criminal violation. However, despite the fact that the Penal Law code indicated 
that it was a non-criminal violation, the background checking agency reported the con-
viction as a felony. Apparently, the agency assumed that because the case was pros-
ecuted in Superior Court, it must be a felony.138

V.  Attempting to Contract or Disclaim Away FCRA Duties

Another disturbing trend among background checking agencies is their attempts to cir-
cumvent the Fair Credit Reporting Act through disclaimers and clever contracting.

In a deposition with Keith Alan Clifton, President of TenantTracker, which provides 
criminal records for the purpose of tenant screening, Clifton admits that he advises his 
clients that the records might not be accurate.

Question: Do you—when you publish a report in response to a customer’s inquiry, 
do you expect the customer to be able to rely upon the accuracy of that report?

Clifton: Within the context of how I’ve provided the service under our contract.

Question: Well, are you saying that there are certain qualifiers or disclaimers of 
accuracy in your contract?

Clifton: Yeah.

Question: So when you contract with your customer, you’re contracting and advis-
ing your customer not to rely upon the accuracy of your report?

Clifton: I’m advising them that they need to be a part of the process and that to 
ensure accuracy we have to work together.

Question: And do you believe that such a contractual provision complies with the 
Fair Credit Reporting Act?

Clifton: Yeah, I do.139

In the deposition, Clifton goes on to describes the process in which he instructs the user 
how to determine whether the subject of the report is the same person that the user is 
conducting the search on. In the case described above, TenantTracker had information 
indicating that the name and race of the individual searched did not match the subject of the 
report. However, TenantTracker did not fix the report until the user (its customer) indicated 
that the report did not seem to match the person it was seeking information about.

Dale Bruce Stringfellow, the authorized representative of PublicData.com (which takes 
the position it is not a CRA) explains the company’s reporting of criminal records in 
this way:
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“What we’ve done as adults is we’ve looked through these listings and said, okay, 
well, there’s a Catherine Taylor, but PublicData does not assert that the Catherine 
Taylor with the birth date that shows up is—is your client. And so we don’t—we 
don’t behind the scene make any—any claims such as that.”140

Thus, according to Stringfellow, because PublicData never actually claims that the infor-
mation it gives to the user pertains to the person about whom the user requested infor-
mation, the company is not responsible for the accuracy of the information. 141

This attempt to disclaim FCRA duties by contract is not limited to small-time operations. 
In fact, ChoicePoint (now LexisNexis), one of the largest background screening agencies, 
also attempts to contract away its FCRA duties. According to ChoicePoint representative 
Theresa Preg, depending on the service the user purchases, ChoicePoint’s only duty is to 
give the user the information it has.

Preg: [T]he product that was purchased by American Red Cross is an instant search 
against the criminal records database and an instant certainly [sic] of the Social 
Security number verification. [This] is in order to provide American Red Cross with 
as much information as possible and the fact that a subject may or may not have a 
criminal record, we would match, use our search criteria and the matching identi-
fying information of at least the three identifiers and return that information with 
additional data and allow them to make any further determination with the con-
sumer directly or through ChoicePoint if there’s any question regarding the infor-
mation that’s provided back to them in this instant format.

Question: Now, at the top of this report, . . . you have included a notice stating that 
the report does not guarantee the accuracy or truthfulness of the information; is 
that true?

Preg: That is true, that’s on the report.142

Likewise, in its advertising, InfoTrack admits that results of its Instant Sex Offender 
registry might be inaccurate. InfoTrack’s website states: “To ensure FCRA compliance, 
records found must be re-verified.”143

Unfortunately, some courts have permitted this type of legal sidestepping. These courts 
have held background screening companies not to be liable even though the background 
check provided criminal records of a different person.144 As one court reasoned, the 
company provided an “accurate reporting of court records,” even if the records were not 
attributable to the intended subject.145 The court relied on the fact that the report warned 
that the list contained “possible” matches as opposed to “confirmed identical matches” 
and that the disclaimer sufficiently “identifie[d] the nature of the information and its 
limitations.”146

There are several problems with this reasoning, which permits background screening 
agencies to use disclaimers to circumvent the Fair Credit Reporting Act.

First, the notion that users “need to be a part of the process and that to ensure accu-
racy we have to work together” is both unrealistic and harmful to the worker who is 
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the subject of the reports. Employers seldom read the disclaimers and believe that the 
report they have bought is accurate and stands on its own. The worker does not typi-
cally have a choice as to which company runs the report or which product the employers 
should use. The worker is at the mercy of the economic whims and demands of both the 
employer and the background screening agency.

Second, the consumer has no way to enforce the background check agency’s require-
ments on the user. The “everyone works together to ensure accuracy” approach does 
not work if the employer does not have the desire or the expertise to live up to its end of 
the bargain. Though they may have some contractual duty to the background screening 
agency, employers have no duty to the worker that is the subject of the report—either 
contractually or under the FCRA.

Finally, the most egregious problem is that the accuracy of the background reports 
appears to be commensurate with the price of the service the employer is willing to pay. 
As demonstrated with PublicInfo, ChoicePoint, and InfoTrack as previously described, 
there is clearly a demand for instant access to criminal records. However, this instant 
access comes at the price of accuracy.

VI. Wha t Would Reasonable Procedures Look Like?

The purpose of this report is not to argue that background screen-
ing companies are bad, but that there are serious concerns about the 
accuracy of their products. The National Association of Professional 
Background Screeners (NAPBS) has made an attempt to bring order 
to the Wild West of background screening companies. According to 
its materials, the NAPBS has established an accreditation program, 
the Background Screening Agency Accreditation Program (BSAAP), 
to advance “professionalism in the employment screening industry 
through the promotion of best practices, awareness of legal compli-
ance, and development of standards that protect consumers.”147

Background screening companies that voluntarily participate in the 
BSAAP agree to follow the NAPSB’s Standards and to submit to an 
auditing process. If all background screening companies followed the 
NAPSB Standards, many elements of which simply require compli-
ance with the FCRA, there would be many fewer errors on criminal 
background reports.

Although these Standards are a good start for the industry and 
indeed probably legally required, they certainly do not go far enough 
to adequately protect consumers. Many of the requirements are 
vague and simply reflect the language in the Fair Credit Reporting 
Act. Additionally the Standards merely call for the existence of procedures to deal with 
accuracy issues, as opposed to dictating what those procedures should be.

Less than one percent 
of background 
screening agencies 
are actually certified 
by NAPBS—meaning 
less than one percent 
undergo voluntary 
audits by their own 
trade association and 
commit themselves to 
comply with Standards 
that contain many 
legally mandated 
elements.
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Also, despite the fact they are legally required and as barebones as the NAPBS Stan-
dards are, very few background screening companies have voluntarily become accredited under 
this program. Out of the 2,137 members in its online directory, the NAPBS only lists 21 
accredited companies in its directory. Thus, less than one percent of background screen-
ing agencies are actually certified by NAPBS—meaning less than one percent undergo 
voluntary audits by their own trade association and commit themselves to comply with 
Standards that contain many legally mandated elements.

Notable elements of the NAPSB Standards

1.	 The [consumer reporting agency] CRA shall have procedures in place for handling 
and documenting a consumer dispute that comply with the federal FCRA.

2.	 When reporting potentially adverse criminal record information derived from 
a non-government owned or non-government sponsored/supported database 
pursuant to the federal FCRA, the CRA shall either: A) verify the information 
directly with the venue that maintains the official record for that jurisdiction 
prior to reporting the adverse information to the client; or B) send notice to the 
consumer at the time information is reported.

3.	 The CRA shall designate an individual(s) or position(s) within the organization 
responsible for compliance with all state consumer reporting laws that pertain to 
the consumer reports provided by the CRA for employment purposes.

4.	 The CRA shall have procedures in place to inform clients that they have legal 
responsibilities when using consumer reports for employment purposes. The CRA 
shall recommend that clients consult their legal counsel regarding their specific 
legal responsibilities.

5.	 The CRA shall follow reasonable procedures to assure maximum possible accuracy 
when determining the identity of a consumer who is the subject of a record prior to 
reporting the information. The CRA shall have procedures in place to notify client 
of any adverse information that is reported based on a name match only.

6.	 The CRA shall designate a qualified individual(s) or position(s) within the organiza- 
tion responsible for understanding court terminology, as well as understanding 
the various jurisdictional court differences if the CRA reports court records.

7.	 Should the CRA receive information from the verification source subsequent to 
the delivery of the consumer report, and as a direct result of the initial inquiry, 
that conflicts with originally reported information, and that new information is 
received within 120 days of the initial report (or as may be required by law), the 
CRA shall have procedures in place to notify the client of such information.
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In addition to the requirements in the NAPBS Standards, adopting other practices would 
do much more to ensure the fidelity of criminal background checks.

A.  Avoiding Duplicate Reporting of a Single Case

Background screening companies should develop reliable matching criteria that allow 
duplicate reporting of a single case to be identified and avoided. Specifically, this soft-
ware should search for indications that two records are in fact the same case. Such 
matching criteria would include:

1.	Arrest date

2.	Disposition date

3.	Jurisdiction—state; court and/or 
county

4.	Convicted—yes/no

5.	Number of charges

6.	Offense type—felony, misdemeanor, 
other

7.	Case number

8.	Name of charges

9.	Disposition

10.	 Sentence

In many cases, not all ten data fields will match or will be available. However, not all 
ten criteria should need to match in order for the background screening company to 
reliably determine that the cases are the same. As few as five or six criteria could be 
enough to establish a match.

B.  Avoiding Mismatched Data

Background screening companies should use all available criteria to match a consumer 
with a record in a criminal database. These criteria should include a combination of 
name, date of birth, social security number, former residences, gender, race, and physi-
cal description (such as height and weight). Although not all of these criteria will be 
available in every public database, background screening companies should obtain all 
that are available, and should match as many as possible to the subject of the report. In 
addition, background screening companies should view non-match of certain criteria, at 
a minimum, as a red flag that a record should be more extensively reviewed before con-
cluding that there is a match.

Because not all matching criteria serve the same function, the criteria should be split into 
three categories as shown below.

Level 1: Criteria that can  
match a specific individual.

Level 2: Criteria that can  
disqualify a potential match.

Level 3: Criteria that should  
raise a red flag. 

• �Full Name

• �Date of Birth

• �Full Social Security Number  
(all nine digits)

• �Gender

• �Race

• �Physical Description

• �Address/State does not match 
any former residence of the 
consumer

• �Middle initial or Suffix do not 
match

• �Consumer has a common name
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A user should obtain information on all of these criteria from the consumer when seeking permis-
sion for the background check. This will permit maximum possible accuracy in matching by 
the background screening companies.

A background screening company must match either the full Social Security number or at 
least the two other Level One criteria plus a Level Two criterion. Note that Social Security 
numbers are the only unique identifiers (and even they can be misrecorded, stolen, or 
falsified). There are many cases in which even a name and date of birth match will be 
inadequate, because of coincidence matches (especially with common names). This is 
particularly true in fifty-state background checks. Matching of Level Two criteria should 

be attempted to bolster the accuracy of a match not including a Social 
Security Number.

Name-only matches should never be used. Tens of thousands of people 
share certain common names. A name-only match is never sufficient.

If any Level Two criteria are available but do not match, that record should 
be excluded from any criminal background report. For example, an arrest 
record that matches a consumer’s name and date of birth, but lists 
a female when the consumer is a male should not be included in a 
criminal background report.

If any Level Three criteria are available and do not support a match, a red flag should be raised 
as to the accuracy of a match between the consumer and the record. For example, an arrest 
record matches the consumer’s name and date of birth, but the consumer has a com-
mon name, John Smith, and has never lived in California, the source of the arrest record. 
In such a situation, the background screening agency should scrutinize the record and 
only include it if a totality of the other factors weighs towards its inclusion. This process 
would require human intervention, not just database matching.

C. � Ensuring that Records Are Complete and Up-to-Date, and No Sealed or 
Expunged Information Is Provided

Background screening companies should verify criminal record information with the 
original source of the information immediately prior to reporting it. Background screen-
ing companies should also send the consumer a notice that they intend to report the 
negative information before they send the information to the prospective employer, so 
that incomplete information can be addressed prior to dissemination.

Additionally, background screening companies that use stored bulk data should imple-
ment synchronization software that permits the “synching” of data so that previously 
reported cases that have been sealed or expunged can be identified and removed. Synch-
ing of data between two separate sources has become ubiquitous, and tens of millions 
of consumers regularly use software that permits a smart phone or an MP3 player to 
synchronize with a personal computer. Background screening companies should be 
required to do the same. Synching software can include “conflict detection,” which per-
mits the modification of a file to be identified.

Name-only matches 
should never be used. 
Tens of thousands of 
people share certain 

common names.
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Alternatively, background screening companies should request that their public agency 
sources of criminal case information produce lists of expunged cases for the companies 
to correct their databases. For example, in April 2010, the Administrative Office of Penn-
sylvania Courts (AOPC) announced that it would affirmatively produce weekly lists of 
expunged cases for subscribers to its bulk distributions of criminal case data. This so-
called “LifeCycle File” informs subscribers of information that should be removed from 
a database. It contains updates for all of the courts for which AOPC provides electronic 
information. Information contained in the file includes the court, the docket number, 
the outcome, and the date. AOPC requires its bulk subscribers use this information to 
remove expunged cases.

Finally, all arrest data that are more than one year old and lack final disposition data 
should be verified with the official source of the information to see whether a final disposi-
tion has occurred.

VII. Rec ommendations

As this report demonstrates, background screening companies frequently include inac-
curate, misleading, and incorrect information on criminal history reports prepared for 
employment purposes. Both federal and state governments have a role to play in reign-
ing in the “Wild West” of criminal background screening.

A.  Federal Recommendations

The rulemaking scheme for the FCRA was drastically altered with the passage of the 
Dodd-Frank Wall Street Reform and Consumer Protection Act of 2010 (Dodd-Frank 
Act).148 The Dodd-Frank Act established a new agency, the Consumer Financial Protec-
tion Bureau (CFPB), and transferred the bulk of the rulemaking authority for the FCRA 
to the CFPB .149 The Dodd-Frank Act also granted general rulemaking authority to the 
CFPB, enabling it to ‘‘prescribe such regulations as are necessary to carry out the pur-
poses of this title’’ and ‘‘as may be necessary or appropriate to administer and carry 
out the purposes and objectives of this title, and to prevent evasions thereof or to facili-
tate compliance therewith.’’150 This is an authority that the Federal Trade Commission, 
which previously enforced much of the FCRA, was never granted.

The CFPB should use its FCRA rulemaking ability to:

1.	Define reasonable procedures to ensure maximum possible accuracy under Section 
1681e(b) of the FCRA to include:
a.	Requiring verification and updating of criminal records that lack disposition data 

for records more than one year old.
b.	Requiring all consumer reporting agencies to use all available data to determine 

matches.
c.	 Prohibiting name-only based matches.
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d.	Prohibiting multiple reports of the same case regardless of source.
e.	Clarifying what information can be included with convictions and arrests in order 

to prevent concurrent charges from being treated as additional convictions.

2.	Define “strict procedures” under 1681(k) to require verification of all criminal 
records that lack disposition data.

3.	Produce guidelines on matching criteria, especially for consumers with common 
names.

4.	Define how long an employer has to wait between sending a pre-adverse notice 
under 1681b(b)(3) and taking adverse action. The period should allow adequate 
time to correct the record, such as thirty-five days.

5.	Require registration of consumer reporting agencies.

Since the FCRA was adopted in 1970, the Federal Trade Commission (FTC) has been the 
agency primarily responsible for interpreting the Act. While the Dodd-Frank Act shifted 
the authority to publish FCRA rules and guidelines to the CFPB, the FTC will retain 
enforcement authority over much of the background check industry under the FCRA. 

The FTC should use its FCRA enforcement authority to:

1.	Investigate major commercial background screening companies for common FCRA 
violations.

2.	Investigate major, nationwide employers for compliance with FCRA requirements 
imposed on users of consumer reports for employment purposes.

B.  State Recommendations

As the source of most of the data reported by background screening agencies, states 
have a huge role to play in ensuring the accuracy of criminal background checks. There-
fore, state legislatures, administrative agencies, or court systems should implement the 
following policies:

1.	State repositories, counties, and other public records sources should require compa-
nies that have subscriptions to receive information by bulk dissemination from court 
databases to have a procedure for ensuring that sealed and expunged records are 
deleted.

2.	State repositories, counties, and other public records sources should audit compa-
nies that purchase bulk data to ensure that they are removing sealed and expunged 
data. Companies that fail such audits should have their privilege to receive bulk 
data revoked.
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VIII.  Conclusion

This report describes a number of ways in which background screening companies 
make mistakes that greatly affect a consumer’s ability to find employment. Although 
the mistakes discussed in this report are not inclusive of all errors found on background 
checks, attorneys and community organizations that work with consumers with faulty 
background reports report that they repeatedly see background reports that:

•	Mismatch the subject of the report with another person;

•	Omit disposition information;

•	Reveal sealed information;

•	Contain misleading information; and

•	Mischaracterize the seriousness of the offense reported.

Many of these errors can be attributed to common practices by back-
ground screening companies, such as:

•	Retrieving information through bulk record disseminations 
and failing to routinely update the database;

•	Failing to verify information obtained through subcontractors 
and other faulty sources;

•	Utilizing unsophisticated matching criteria;

•	Failing to utilize all available information to prevent a false 
positive match; and

•	Lacking understanding about state specific criminal justice 
procedures.

As discussed, even the National Association of Professional Back-
ground Screeners agrees there are some simple procedures that 
background checking companies can take to enhance the quality of 
their information. Unfortunately, few companies actually are willing 
to commit to even the limited recommendations of their own trade 
association.

Criminal background checking is big business, and ensuring accurate and complete 
information has costs. With the explosive growth of this industry, it is essential that the 
“Wild West” of employment screening be reined in so consumers are not guilty until 
proven innocent. Lack of accountability and incentives to cut corners to save money 
mean that consumers pay for inaccurate information with their jobs and, thus, their 
families’ livelihood.
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